WORKSTATIONS AND CONTROLLED ENVIRONMENTS

Government
Facility

| DA

Locked door acts as a physical barrier Policies and Procedures limiting portable
Clean Desk Policy storage devices

MFA for network access for non-privileged Data transmission polices for hard copy CUI
users in transit

Log out after inactivity Inherit the facility policy and procedure
Obscure log in details upon access upon arrival until departure

Lock away CUI if office open to others

CYBERDI

Locked door acts as a physical barrier
Clean Desk Policy Even with the most mature remote policies,
MFA for network access for privileged users required encryption, and correct VDI
Log out after inactivity deployment the coffee shop,
Obscure log in details upon access and most public places,
-  Requires tools such as is not a controlled
as VPN or VDI environment,

e No split tunneling
e Lock away CUI if office

open

Family does not need visitor COffee

lob

Home Office

ALTERNATIVE SETTINGS NEED EQUAL SECURITY TO ORGANIZATION



